D2000 REST API

The REST API interface implemented by the SmartWeb platform can be divided into the following parts:

® interface for authentication
® interface for access to data and services of the D2000 system
® administrative interface for monitoring calls into D2000 and a state of the SmartWeb server

These parts of the REST API interface are described in the following chapters.

Authentication
Reading Values from Archive
Calling of D2000 RPC Methods
Calling of D2000 SBA RPC Methods
© Downloading of Binary Data from D2000 via HTTP GET (URL Link)
© Sending Binary Data to D2000 via HTTP POST
® Recommended way of coding input parameters together with binary content
= Automatic coding of input parameters together with binary content

Authentication

As we have already mentioned in the chapter Other Functions of the SmartWeb Platform, the supported way of authentication for the REST APl is HTTP-
BASIC. This type of authentication sends the user name and password directly in the header of every HTTP request. This means that every REST API
request also automatically authenticates the user. In the case of an unsuccessful authentication, the server returns the status 404 in the header of the
HTTP response. That is why it is not necessary to have an explicit login into the REST API interface via a special URL. Despite that, it is optimal to extract
the function because of applications in which users login explicitly and thus the application needs to verify the given name and password.
Verifying of successful authentication is thus possible by sending an empty GET request with the HTTP-BASIC authentication to the address:
GET https://<domai n. sk>/ <application nanme>/api/rest/v0/d2/auth/login
Logout is realized by sending an empty GET request with the HTTP-BASIC authentication to the address:
GET https://<donuin. sk>/ <applicati on nane>/api/rest/v0/d2/ auth/| ogout

@ Calling of an explicit logout is recommended because the SmartWeb server keeps the session of a logged in user of the REST service

(identified by their login name) until the expiration of the session configurable in the part Configuration of Authentication of the SmartWeb
Platform.

Reading Values from Archive

Reading values from an archive is possible via the GET request with the HTTP header Cont ent - Type: appl i cati on/j son to the address:

PCST https://<domin. sk>/ <appl i cation nanme>/api/rest/v0/d2/archive/<archive object nane>?begi nTi ne=<i nt eger >&endTi
nme=<i nt eger >&over sanpl eSeconds=<i nt eger >& i m t Dat aLengt h=<i nt eger >r et ur nFi el ds=<t ext >

Meanings of individual parameters are as follows:

Parameter Type Mandatory Description
name
begi nTi ne integer (number of milliseconds from the yes the beginning of a time interval of requested historical values
epoch)
endTi me integer (number of milliseconds from the yes the end of a time interval of requested historical values
epoch)
over sanpl eSec | integer (number of seconds) no interval length in seconds for data oversampling, if it is not defined, original data will
onds return
limtDatalLeng  integer (number of values) no maximal number of returned values, if it is not defined, all values from the interval will
th return
returnFields text (defined Unival attributes separated no requested Unival attributes which will be returned together with a time stamp and a
by a comma) value, e.g. " St at us, Fl ags"

For example, for the following HTTP GET calls
GET http://localhost/smartWeb/api/rest/v0/d2/archive/H.AdeunisRF1External?beginTime=504501912000&endTime=1504601912000,

we will get the response with an array of historical values from the server:
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1503492475090,
23.2

1503642560209,
23.2

1503643165774,
23.3

Every historical value is represented by an individual array due to the size of the transmitted message, and the first array element is always a time stamp
and the second is always a value. In the case of defining other returning arrays by the parameter r et ur nFi el ds, these parameters are returned in other
elements of an array according to the order in which they were defined.

Calling of D2000 RPC Methods

Via the REST interface, it is possible to call D2000 RPC procedures written in ESL and also in Java. Calling of ESL RPC procedures happens by sending
a POST request with the HTTP header Cont ent - Type: appl i cation/j son to the address:

POST https://<domai n. sk>/ <application nane>/ api/rest/v0/ d2/rpc/<event nane>/ <RPC met hod name>

in the case of Java RPC calling is URL as follows:

POST https://<domai n. sk>/ <appl i cati on nanme>/api/rest/v0/d2/rpc/javal <event nanme>/ <RPC net hod name>

The body of the sent message is the JSON array with parameters of calling RPC. The output of such request are values of output RPC parameters stored
in the JSON object, attributes of which are required names of output parameters defined by the attributes r et ur nAs. Details of serialization of RPC
method parameters were described in the previous chapter. The example of calling RPC with the name Test | nQut on the event E. E.

Smar t WebApi Tut ori al with five parameters, while the first, the third and the fourth parameter is an input-output one and defines a logical name for

returned parameters' values. Input parameters (the second and the fifth) also use implicit conversion on the Unival object from simple JSON types.

POST http://1ocal host/snart Wb/ api /rest/v0/ d2/rpc/E. E. Smart WebApi Tutori al / Test | nQut

RPC method call example

[

{
"type": "bool",
"val ue": "vTrue",
"returnAs": "bool Parant // the output value will be naned bool Param
H
123,
{
"type": "real",
"val ue": 10.9,
"returnAs": "real Parant, // the output value will be naned real Param
"returnFields": ["ValueTime", "Status"] // attributes ValueTime and Status are required to the output val ue
t oo
H
{
"type": "time",
"returnAs": "timeParant // the output value will be naned timeParam
b
"hel | o D2000"

The code of the called RPC method can be for example:
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RPC PROCEDURE Test | nQut (BOOL _bool, ININT _int, REAL _real, TIME _time, |IN TEXT _text)
_bool :=1_bool
_real := _real / 2
_time := SysTine

END Test | nQut

The output of the RCP calling is in the JSON object which has attributes according to the required names of output parameters:

RPC method call output

{
"real Parant: {
"type": "real",
"val ue": 5. 45,
"status": [
"Valid"
1.
"val ueTi me": 1498213794522
H
"bool Parant: {
"type": "bool",
"val ue": "vFal se"
H
"tinmeParanm': {
"type": "time",
"val ue": 1498213794012
}
}

Calling of D2000 SBA RPC Methods

Because D2000 does not know binary data type, RPC procedures are not suitable for binary data transfer. The Simple Byte Array (SBA) methods written
in the D2000 Java serve for this purpose.

@ SBA RPC is, in fact, a Java RPC method which has one input parameter of the byte array type (byt e[ ] ) and the same output parameter.

Downloading of Binary Data from D2000 via HTTP GET (URL Link)

To download binary data from D2000 to a client, we use the GET command with the HTTP header Cont ent - Type: appl i cation/ octet -
stream on the address:

GET https://<donuin. sk>/ <application nane>/api/rest/v0/d2/sbal <event nanme>/ <SBA RPC nmet hod nane>?fil eNane=fil e. dat
[ &par anet er X=val ueX&par anet er Y=val ueY&. . . ]

Parameters of the query (the part after the question mark) are automatically sent to the SBA method in the same way as they were inputted into the
address. The parameter fileName defines the name of the downloaded file under which the web browser will store the file on the disc. If this parameter is
not set, the name of the downloaded file will be implicitly “file.dat". Besides that, the Smart Web server adds for SBA RPC also the parameter
sessionUserName for identification of a user who calls SBA RPC. Other parameters depend on the particular implementation of SBA RPC method calling.
The SBA RPC method gets all the inputted parameters in the input byte array (byte[]) .

The following example illustrates the calling and implementation of the SBA RPC method for downloading a particular file of the pdf report from the local
file system. The following example, however, is not suitable at all for a real usage and it is only for illustration of SBA RPC calling. Calling of SBA RPC
method r eport Cont ract _PDF in the event E. E. Smar t WebApi Tut ori al with the parameter i d which identifies the report number and thus the
downloaded file.

CGET http://1ocal host/smart Wb/ api/rest/v0/ d2/ sba/ E. E. Smart WebApi Tut ori al / report Cont ract _PDF?fi | eName=report.
pdf & d=10

The implementation of the SBA RPC method is as follows:
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package app. runnabl es;
i nport app. w appers. ESE. Smart WebApi Tutori al __ $WRAPPERS$__;

import java.io.|CException;

i mport java.io.UnsupportedEncodi ngExcepti on;
import java.nio.file.Files;

import java.nio.file.Path;

inport java.nio.file.Paths;

import java.util.Arrays;

import java.util.HashMap;

inport java.util.List;

public class ES$E. Smart WebApi Tutori al extends E$SE. Smart WebApi Tutori al _ $WRAPPER$__ {

public byte[] reportContract_PDF(byte[] url ParansBytes) throws | OException {

/1 Parsing of sent URL paramaters into hash-map

final HashMap<String, String> paranmeters = getParanetersFronmrl QueryString(url ParansBytes);
/'l Parsing paraneters id into variable

final long contractld = Long. parseLong(paraneters.get("id"));
/1 Acquiring the name of current user calling SBA RPC

final String userNanme = paraneters.get("sessionUserName");

System out . printl n("DEBUG Downl oadi ng contract with id " + contractld);

/'l Creating a path to the file with the given report

Path path = Paths. get("D:/D2000/ Contract" + contractld + ".pdf");
/1 reading file content and its return as a byte array

return Files.readAll Bytes(path);

/*-}r
* Utility method, it returns parsed URL paraneters fromthe input array byte[]
**/
private HashMap<String, String> getParanetersFronlrl QueryString(byte[] url QueryStringBytes) throws
Unsuppor t edEncodi ngExcepti on {
final String urlParansString = new String(url QueryStringBytes, "UTF-8");
final List<String> paranPartsList = Arrays. asList(url ParamsString.split("&"));
final HashMap<String, String> paraneters = new HashMap<String, String>();
for (String paranPartsString : paranPartsList) {
final String[] paranParts = paranPartsString.split("=");
final String paranmNanme = paranParts[O0];
final String paranVal ue = paranParts.length > 1 ? paranParts[1] : null;
par anmet er s. put (par anNane, paranVval ue);

}

return paraneters;

Sending Binary Data to D2000 via HTTP POST

Sending binary data to D2000 is possible via HTTP POST method to an identical URL link when downloading binary data with the same HTTP header Con
tent-Type: application/octet-stream

POST https://<domain. sk>/ <appl i cati on name>/ api/rest/v0/ d2/ sba/ <event nane>/ <SBA RPC net hod name>

When sending binary data, it is not possible to send specific URL parameters directly to the SBA RPC method. The value of the input parameters of the
SBA RPC method will be in this case a binary content sent in the body of the POST request. However, clients are in no way limited by the content type
which they send via the HTTP POST request. The only condition is for the binary content to be able to decode the relevant implementation of the SBA
RPC method, analogically as in the previous case when we illustrated decoding of URL parameters with a special utility by the method get Par anet er sFr
omr I QueryString() . If the client needs to send with the binary content also additional input parameters (e.g. identifying the content), encoding and
decoding of such content in SBA RPC will be completely in his competency. The following chapter contains the recommended way of such coding.

Recommended way of coding input parameters together with binary content

In the case that we need to send with the binary content itself also other input parameters within calling of the SBA RPC method, we recommend encoding
parameters also with the attached content into a zip stream. The advantage of such solution is the universality and simplicity of usage in most of the
programming languages (ZIP compression is mostly well-supported either in the standard library of the given language or in some other freely available
version of a library).



We show an example of compression of more parameters into one ZIP byte stream in Java on the client's side:

/**
* Proposal nmethod how to serialize nultiple key-value pairs to byte array
*/
@uppr essWar ni ngs("unused")
private byte[] witeParanmeters(Map<String, byte[]> parans) throws |OException {
try (ByteArrayQutput Stream baos = new ByteArrayCQutput Strean()) {
try (Zi pQutputStream zos = new Zi pQut put Strean(baos)) {
for (Map. Entry<String, byte[]> entry : parans.entrySet()) {
final ZipEntry zipEntry = new Zi pEntry(entry. getKey());
zi pEntry. set Si ze(entry. get Val ue(). | ength);
zos. put Next Entry(zi pEntry);
zos.wite(entry. getValue());
zos. cl oseEntry();
}

}
return baos.toByteArray();

Then an example of decoding the ZIP byte stream on the SBA RPC side will be:

/**
* Proposal method how to deserialize nultiple key-value pairs frombyte array
*/
@Buppr essVar ni ngs("unused")
private Map<String, byte[]> | oadParaneters(byte[] inputBytes) throws | OException {
final Map<String, byte[]> dataParts = new HashMap<String, byte[]>();
try (ByteArrayl nput Stream byt eArrayl nput Stream = new Byt eArrayl nput St rean{i nput Bytes)) {
try (ZiplnputStream zi pl nput Stream = new Zi pl nput Strean(new Byt eArrayl nput Strean(i nputBytes))) {
Zi pEntry zipEntry = ziplnput Stream get Next Entry();
byte[] buffer = new byte[4096];
while (zipEntry !'= null) {
final ByteArrayQutput Stream out put Stream = new Byt eArrayQut put Strean();
int |en;
while ((len = ziplnputStreamread(buffer)) > 0) {
outputStreamwite(buffer, 0, len);
}
final byte[] data = outputStreamtoByteArray();
dataParts. put (zi pEntry. get Name(), data);
zi pEntry = zipl nput Stream get Next Entry();

}
}

return dataParts;

Automatic coding of input parameters together with binary content

As an alternative to a previous way of coding input parameters together with the binary content on the client's side is calling SBA RPC method via HTTP
POST with another value of the HTTP header Cont ent - Type: mul ti part/formdata. In thiscase, the body of the POST calling is coded according
to the defined standard for sending forms also with binary files from a browser. SmartWeb supports also this format for calling SBA RPC methods. The
input parameter when calling the SBA RPC method will contain in this case content of values of individual form arrays zipped in a way described in the
previous chapter. This means that for decoding parameters, it is possible to use already mentioned Java method | oadPar anet er s.

@ The Smart Web server, in this case, same as with downloading binary data from D2000 via HTTP GET, automatically adds for SBA RPC also
the parameter sessionUserName for identification of a user that calls SBA RPC.
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