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Zakladna konfiguracia standalone.xml

Subor standalone.xml je hlavny konfigurany stbor aplikaného servera Wildfly a nachadza sa v adresari / st andal one/ conf i gur at i on. SmartWeb
server ma implementovanu funkciu automatickej konfiguréacie pri deploymente aplikacie aplikanym serverom Wildfly. Z tohto dévodu pre beh SmartWeb
aplikacie ako takej nie je potrebné stbor standalone.xml editova. Editacia je nevyhnutnd iba v pripade Upravy konfiguracie samotného aplikaného servera
- napr. zmena portov, konfiguracia zabezpeenia komunikacie HTTPS a HTTP hlaviiek, zapnutie overovania cez klientské certifikaty, kompresia
komunikécie at.

1 Pozor, editaciu konfiguraného suboru standalone.xml vykonavame zasadne pri vypnutom aplikanom serveri, z dovodu Ze poas jeho behu si ju
on sam spravuje a mdze prepisa zmeny uloZzené cez editor.

Odporuana konfiguracia pre optimalny beh a zabezpeenie servera

Pre optimalny beh SmartWeb servera a zakladné zabezpeenie cez HTTP hlaviky odporiame nasledovnu konfiguréciu:

Odporuané zmeny v standalone.xml

<?xm version='1.0" encodi ng=' UTF-8' ?>
<server xm ns="urn:jboss:domain:4.2">

<profile>
<subsyst em xm ns="ur n: j boss: donzi n: | oggi ng: 3. 0" >

<l-- Vypnutie zbytonych info hl 4ok o ukoneni websocket spojenia -->

<l ogger category="org. cometd. websocket. server. WbSocket Tr anspor t $WebSocket Schedul er $1" >
<l evel name="WARN'/>

</ | ogger >

</ subsyst en>

<subsyst em xm ns="urn: j boss: donai n: undertow: 3. 1" >
<server name="default-server">
<host nane="defaul t-host" alias="local host">
<l ocation name="/" handl er ="wel cone-content"/>
<filter-ref name="gzipFilter" predicate="not mn-content-size(450)"/>
<filter-ref name="Strict-Transport-Security-header"/>
<filter-ref nane="Vary-header"/>
<filter-ref name="X-Frame-Options"/>
<filter-ref nanme="X-Content-Type-Options"/>
<filter-ref name="X-XSS-Protection"/>
<filter-ref name="Referrer-Policy"/>
<filter-ref nane="Content-Security-Policy"/>

</ host >
</ server>
<filters>

<response- header nane="Vary-header" header-name="Vary" header-val ue="Accept - Encodi ng"/ >

<response- header nanme="Strict-Transport-Security-header" header-nane="Strict-Transport-
Security" header-val ue="nmax- age=31536000; i ncl udeSubDonui ns"/ >

<l-- Nastavenia pre Cross-Oigin Resource Sharing (nepouzivané/zakazané) -->

<r esponse- header nanme="Access-Control -Al | ow Oigin" header-name="Access-Control-Allow Oigin"
header - val ue="*"/>

<r esponse- header nane="Access-Control - Al | ow Met hods" header - name="Access- Control - Al | ow Met hods"
header - val ue="GET, POST, OPTIONS, PUT"/>

<r esponse- header nane="Access-Control - Al | ow Headers" header - name="Access- Control - Al | ow Header s"
header - val ue="accept, authorization, content-type, x-requested-with"/>

<response- header nane="Access-Control - Al |l ow Credential s" header-nane="Access- Control - Al | ow
Credential s" header-val ue="true"/>



<response- header nane="Access-Control - Max- Age" header - nane="Access- Control - Max- Age" header -
val ue="1"/>

<!-- Zak&zané vkl adani e stranok do frame (star$i spdsob) -->

<r esponse- header nane="X-Frane- Opti ons" header - name="X- Frame- Opti ons" header - val ue="DENY"/ >

<!-- \Wnltené pouZitie MME typu nastaveného v HTTP hl avi ke -->

<response- header nane="X- Content-Type- Opti ons" header - nane="X- Cont ent - Type- Opti ons" header -
val ue="nosni ff"/>

<!-- Zak&zané zobrazenie stranky, ak bol detekovany cross-site scripting (XSS) (tok -->

<response- header nane="X- XSS- Protecti on" header - name="X- XSS- Prot ecti on" header-val ue="1;
node=bl ock"/ >

<!-- Neodosielanie referrer informécii -->

<response- header nane="Referrer-Policy" header-nanme="Referrer-Policy" header-val ue="no-referrer"

<!-- Nastaveni e bezpenostnej politiky obsahu
- zakazané vkl adanie do frame (novy spdsob)
- predvol ene povol eny zdroj obsahu z hostiteskej domény
- pre CSS Styly povol ené aj zabezpeené https odkazy a inline
- pre subory pisiem povol ené aj google pism
- pre skripty povolené inline aj eval uacia
- zakazané plugin objekty (flash a pod.)
- povol ené pripajanie z ubovolnej |okality
-
<r esponse- header nane="Content-Security-Policy" header-nanme="Content-Security-Policy" header-
val ue="franme-ancestors 'none'; default-src '"self'; style-src https: '"self' 'unsafe-inline'; font-src 'self
https://themes. googl eusercontent.comhttps://fonts.gstatic.com script-src 'self' 'unsafe-inline 'unsafe-
eval '; object-src 'none'; connect-src *"/>
<gzi p name="gzipFilter"/>
</filters>
</ subsyst en>
</ profile>

<i nterfaces>

<i nterface name="public">
<I-- Nastaveni e bind adresy na vsetky sietove interface, kvoli tonu aby bol WIdfly pristupny aj z
vonku -->
<i net - address val ue="${j boss. bi nd. address: 0.0.0.0}"/ >
</interface>
</interfaces>

<socket - bi ndi ng- gr oup nanme="st andar d- socket s" defaul t-interface="public" port-offset="%${jboss. socket
bi ndi ng. port-offset:0}">

<l-- Nastaveni e portov pre HTTP a HTTPS na vSeobecne pouZzivané hodnoty, pozor toto nemeni pr
inStal &cii na Linuxe, vi kapitola o inStalacii na Linuxe nizSie -->

<socket - bi ndi ng nane="http" port="${j boss. http.port:80}"/>

<socket - bi ndi ng name="https" port="${j boss. https. port:443}"/>

</ socket - bi ndi ng- gr oup>
</ server>

Volitena konfiguracia silného Sifrovania pre HTTPS

Nasledujice zmeny v standalone.xml konfiguruju zapnutie silnych Sifier pre HTTPS protokol. Podmienkou je inStalacia Java Cryptography Extensions
popisana v kapitole InStalacia JRE 1.8 a Git klienta.


https://doc.ipesoft.com/pages/viewpage.action?pageId=1552739

Zmeny v standalone.xml pre HTTPS

<?xm version='"1.0" encodi ng=" UTF-8' ?>
<server xm ns="urn:jboss: donmin: 4.2">

<system properties>

<l-- Mnimélna dzka Diffie-Hel man kua -->

<property name="jdk.tls. epheneral DHKeySi ze" val ue="2048"/>
</ systemproperties>

<managenent >
<security-real ms>

<l-- Security realn undertowlLSReal mje potrebné nastavi iba v pripade konfiguracie HTTPS, z&rove
aj pre overovanie cez klientské certifikaty -->
<security-real m nane="undert owTLSReal n'>
<server-identities>
<ssl protocol ="TLS">
<!-- Cestal/heslo ku keystore kde je ulozeny SSL certifikat pre HITPS s defi novanym
aliasom napr. nblngrel.ipesoft-int.sk -->
<keystore path="server.jks" relative-to="jboss.server.config.dir" keystore-password="
secret" alias="nblngrel.ipesoft-int.sk" key-password="secret"/>

</ ssl >
</server-identities>
<l-- as "authentication" je potrebné nastavi iba pre overovanie cez klientské certifikaty -->

<aut henticati on>
<truststore path="client-certificates.jks" relative-to="jboss.server.config.dir" keystore-
passwor d="secret"/>
</ aut henti cati on>
</ security-real m»
</ security-real ns>

</ rraﬁ;a;_:;errent >
<profile>
<-sLJ.bsyst em xm ns="urn: j boss: domai n: undertow 3. 1">
.<:s;erver nane="def aul t - server">

<l-- 11l Atribat verify-client je potrebné nastavi na hodnotu REQUESTED v pripade ak je
potrebna autentifikéacia cez klientské certifikaty, inak ho netreba neni -->
<https-1istener nane="https" socket-binding="https" security-real n¥"undertowlLSReal ni' verify-
cl i ent =" NOT_REQUESTED"
enabl ed- prot ocol s="TLSv1. 2, TLSv1. 1"
enabl ed- ci pher-suites="TLS_ECDHE_ECDSA W TH_AES_128_GCM SHA256,
TLS_ECDHE ECDSA W TH_AES_256_GCM SHA384, TLS_ECDHE_ECDSA W TH_AES_128_CBC_SHA,
TLS_ECDHE_ECDSA W TH_AES_256_CBC_SHA, TLS_ECDHE_ECDSA W TH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA W TH_AES 256 _CBC SHA384, TLS ECDHE_RSA W TH_AES 128 GCM SHA256,
TLS_ECDHE _RSA W TH AES 256_GCM SHA384, TLS_ECDHE_RSA W TH_AES_128_CBC_SHA, TLS_ECDHE_RSA W TH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_W TH_AES_256_CBC_SHA384, TLS_ECDHE_RSA W TH_AES_128_CBC_SHA256,
TLS_ECDHE ECDSA W TH_3DES_EDE_CBC_SHA, TLS_ECDHE_RSA W TH_3DES _EDE_CBC_SHA, TLS_DHE_RSA W TH_AES_128_GCM SHA256,
TLS_DHE_RSA W TH_AES_256_GCM SHA384, TLS_DHE_RSA W TH_AES 128_CBC_SHA, TLS_DHE_RSA W TH_AES_256_CBC_SHA,
TLS_DHE_RSA W TH_AES_128_CBC_SHA256, TLS_DHE_RSA_W TH_AES_256_CBC_SHA256"
enabl e-http2="true"/>
</ subsyst en>
</profile>

</ server>

Uvedené zmeny konfiguracie maju nastaveny zoznam povolenych protokolov a Sifier tak, aby bol bezpeny, podporené su len novsie prehliadae - IE11 a
Android >= 4.4.3, Safari >= 7. V pripade potreby podpory este starSich prehliadaov treba nastavit inak tieto atributy:



enabl ed- prot ocol s="TLSv1. 2, TLSv1. 1, TLSv1"

enabl ed- ci pher-sui t es="TLS ECDHE_ECDSA W TH_AES 128 GCM SHA256, TLS ECDHE_ECDSA W TH_AES 256 _GCM SHA384,
TLS_ECDHE_ECDSA W TH_AES 128 CBC_SHA, TLS_ECDHE_ECDSA W TH_AES 256_CBC_SHA, TLS ECDHE_ECDSA W TH_AES 128 CBC_SHA256,
TLS_ECDHE_ECDSA W TH_AES 256_CBC SHA384, TLS ECDHE RSA W TH_AES 128_GCM SHA256,

TLS_ECDHE_RSA W TH_AES 256 _GCM SHA384, TLS_ECDHE_RSA W TH_AES 128 CBC SHA, TLS_ECDHE_RSA W TH_AES 256_CBC_SHA,
TLS_ECDHE_RSA W TH_AES 256_CBC _SHA384, TLS_ECDHE_RSA W TH_AES_128_CBC_SHA256, TLS_ECDHE_ECDSA W TH_3DES_EDE_CBC_SHA,
TLS_ECDHE_RSA_W TH_3DES_EDE_CBC SHA, TLS_DHE_RSA W TH_AES_128_GCM SHA256, TLS _DHE_RSA_ W TH_AES_256_GCM SHA384,

TLS DHE_RSA W TH_AES 128 CBC_SHA, TLS DHE_RSA W TH_AES 256_CBC SHA, TLS DHE_RSA W TH_AES 128 CBC_SHA256,

TLS DHE RSA W TH_AES 256 _CBC_SHA256, TLS DHE DSS W TH_AES 128 GCM SHA256, TLS DHE DSS W TH_AES 256 _GCM SHA384,

TLS DHE_DSS W TH_AES 128_CBC_SHA256, TLS DHE_DSS W TH_AES 256_CBC_SHA256, TLS ECDH_ECDSA W TH_AES 128 CBC_SHA256,
TLS_ECDH ECDSA W TH_AES 256_CBC_SHA384, TLS_ECDH_ECDSA W TH_AES 128 GCM SHA256,

TLS_ECDH_ECDSA W TH_AES 256_GCM SHA384, TLS_RSA W TH_AES 128 GCM SHA256, TLS RSA W TH_AES 256 _GCM SHA384,

TLS_RSA W TH_AES 128 _CBC SHA256, TLS RSA W TH_AES 256_CBC SHA256, TLS RSA W TH_AES 128 _CBC_SHA,

TLS_RSA W TH_AES 256_CBC_SHA"

Volitena konfiguracia automatického presmerovania HTTP na HTTPS

V pripade ze Wildfly AS je dostupny z vonku priamo cez nim otvorené porty a doménu je potrebna nasledovna konfiguracia:

<?xm version='"1.0" encodi ng=" UTF-8' ?>
<server xm ns="urn:jboss: donmin: 4.2">

<profile>
<subsyst em xm ns="ur n: j boss: donai n: undertow: 3. 1" >
<server name="default-server">
<!-- Atribuat redirect-socket nastavi iba v pripade vyhradnej konuni kacie cez
HTTPS -->
<http-listener nane="default" socket-binding="http" redirect-socket="https"/>
</ server>
</ subsyst en>

</profile>
</ server>

V pripade Ze Wildfly AS je dostupny cez samostatny proxy server alebo IPTABLES rerouting je potrebna nasledovna konfiguracia:

<?xm version='1.0" encodi ng=' UTF-8' ?>
<server xm ns="urn:jboss: domain: 4.2">

<profil e>
<subsyst em xm ns="ur n: j boss: domai n: undertow: 3. 1" >
<server name="defaul t-server">
<host nanme="defaul t-host" alias="Iocal host">
<l-- Atrib0t predicate treba nastavi na HTTP port definovany v
posl ednej asti standal one. xm -->
<filter-ref name="http-to-https" predi cate="equal s(%, 8080)"/>

</ host >

<filter-ref name="http-to-https" predi cate="equal s(%, 8080)"/>

</ server>
<filters>
<l-- AtribGt target treba nastavi na finalnu doménu a port, %J je placehol der
pre zvy$Snu as otvaranej url linky-->

<rewrite name="http-to-https" redirect="true" target="https://nyhostnane: 8443%J
/>
</filters>
</ subsyst en>
</profile>
</ server>
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