Nastavenia firewallu Windows

Této kapitola udava mozné nastavenia pravidiel pre Windows firewall. Tieto je moZné alej upravova a
sprisova poda potrieb bezpenosti (napr. povoli iba pristup konkrétnych IP adries pomocou klauzuly re
moteip).

Povolenie ICMP Ping paketov (kv6li diagnostike):

netsh advfirewall firewall add rule name="_Ping" dir=in protocol=ICMPv4 action=allow profile=any
Pristup klientov na D2000 Server:

netsh advfirewall firewall add rule name="_D2000 Kernel" dir=in protocol=TCP localport=3119 action=allow profile=any
Pravidla pre D2000 SysConsole (UDP porty 3119 su potrebné aj pre fungovanie multicastov medzi D2000 Kernelmi v redundancii):

netsh advfirewall firewall add rule name="_D2000 SysConsole64" dir=in program="d:\D2000\D2000_EXE\Bin64\sysconsole.exe" action=allow
profile=any

netsh advfirewall firewall add rule name="_D2000 SysConsoleTCP" dir=in protocol=TCP localport=31190-31289 action=allow profile=any
netsh advfirewall firewall add rule name="_D2000 SysConsoleTCP" dir=out protocol=TCP localport=3119,31190-31289 action=allow profile=any
netsh advfirewall firewall add rule name="_D2000 SysConsoleUDP" dir=in protocol=UDP localport=3119,31190-31289 action=allow profile=any
netsh advfirewall firewall add rule name="_D2000 SysConsoleUDP" dir=out protocol=UDP localport=3119,31190-31289 action=allow profie=any
Pristup na PostgreSQL databazovy server (pre redundantné aplikané servery):
netsh advfirewall firewall add rule name="_PostgreSQL" dir=in protocol=TCP localport=5432 action=allow profile=any
Pristup na OpenSSH server (pre server, ktory je pouzivany d2u_* utilitami na aktualizaciu klientov):

netsh advfirewall firewall add rule name="_SFTP" dir=in protocol=TCP localport=22 action=allow profile=any

alSie, menej pouzivané nastavenia:
Pristup na EDA server (port je nastaviteny parametrom /EDAP):
netsh advfirewall firewall add rule name="_EDA" dir=in protocol=TCP localport=3121 action=allow profile=any
Pristup na Oracle databazu a Oracle Enterprise Manager - databazové/archivne servery na ktorych je instalovany a spustany Oracle:

netsh advfirewall firewall add rule name="_Oracle Server" dir=in protocol=TCP localport=1521 action=allow profile=any
netsh advfirewall firewall add rule name="_Oracle WEB EM" dir=in protocol=TCP localport=1158 action=allow profile=any

Pristup na Sybase datab&zovy server (pre konfigurani/monitorovaciu/archivnu databazu), ak je spusteny iba jeden databéazovy proces:
netsh advfirewall firewall add rule name="_Sybase Server" dir=in protocol=TCP localport=2638 action=allow profile=any
Pristup na Sybase databazovy server (pre konfigurantd/monitorovaciu/archivnu databazu), ak je spustenych viac databazovych procesov:

netsh advfirewall firewall add rule name="_Sybase Server" dir=in program="c:\Program Files\SQL Anywhere 12\BIN64\dbsrv12.
exe" action=allow profile=any

Pochopitene, alSie pravidla moézu by potrebné kvoli komunikaciam (napr. pristup na D2000 Gateway server, na UDP port pre komunikanu linku SerialOver
UDP Device Redundant, pripadne pristup na TCP port pre serverovské protokoly). Priklad pravidla pre Modbus Server protokol na linke TCP/IP-TCP
(Standardny Modbus port 502):

netsh advfirewall firewall add rule name="_D2000 Modbus Server" dir=in protocol=TCP localport=502 action=allow profile=any
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